CYBER SECURITY TRENDS

Emerging trends and threats for 2013
► Unauthorized access to corporate data through compromised mobile devices
► Theft of personal information via social media

► Ransomware
► Hactivism
► Advanced persistent attacks

► Spear phishing attacks
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Cyber threats: a few statistics
► 1 in every 284 emails contains malware
(Government of Canada)

► 45% of malware infections in 2011 required
user involvement (Microsoft report)
► Every 3 seconds, an identity is stolen on-line
(Symantec report)

► Over 120 countries now use the Internet for
cyber-espionage operations (McAfee)
► 80 major US law firms were victims of cyber attacks in 2011 (American Bar Association)
► 88% of Fortune 500 companies are infected with advanced viruses remotely
controlled by hackers, also known as botnets (RSA report)
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Advanced cyber attacks
► Who is behind these attacks?
► Well-resourced, highly capable and relentless class of hackers
► Some are sponsored by foreign states and criminal networks
► Some of them will sell their services to the highest bidder (Malware As A Service)

► What motivates them?
► Money: access to people’s identity credentials to commit fraud or extortion
► Competitive advantage: access to intellectual property
► Cyber warfare: control of a country’s critical infrastructures

► How do they get in?
► Targeted phishing attacks

► Zero-day virus (a new virus not detectable by conventional anti-virus)
► Password cracking
► Weaknesses in web portals
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How do they get in?
Here is an example:
1. An ATP entices a user to access an infector website
through “spear phishing”
2. Once this is done, the link is transferred to a “dropper
site”
3. A “zero-day” virus is downloaded on the user’s
computer, undetected by firewalls
4. Once on the user’s computer, the zero-day virus installs
itself, undetected by anti-virus software
5. Once installed, the virus calls its master for instructions
6. Instructions are received to scan the computer to obtain
details on the environment (operating systems, missing
patches, user privilege, etc.)
7. The information collected is uploaded to a command and control site
8. With this information, a more powerful virus or Trojan can be custom made to exploit the vulnerabilities identified
on the computers
9. Once downloaded and installed on the computers, this zero-day malware can be programmed to do all sorts of
nefarious things, including capturing user passwords, scanning the network and replicating itself on other
computers
10. When it reports back to a command and control site (a different one each time), the information sent is usually
encrypted to ensure that it remains unnoticed by Data Loss Prevention systems or security monitoring tools
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Traditional safeguards
► They don’t work against advanced cyberattacks
► Firewalls: attacks are embedded within generic http Web traffic
► Intrusion Prevention System (IPS): Signatures, packet inspection, DNS
analysis and heuristics will not detect anything unusual in a zero-day
malware, especially if the code is heavily disguised or delivered in stages
► Antivirus & Web malware filtering: Since the malware and the
vulnerability it exploits are unknown (zero-day), and the Website has a
clean reputation, traditional antivirus and Web filters will let it pass
► Email spam filtering: Spoofed phishing sites use dynamic domains and
URLs, so blacklisting lags behind criminal activities. It takes more than two
days to shut down the average phishing site.
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Who is targeted? Governments
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Who is targeted? Financial institutions

On Thursday Citigroup announced that hackers had breached its systems in
May and accessed personal data from 200,000 accounts — about 1% of its
customers.
The hackers managed to steal customer email addresses, contact
information and account numbers, but Reuters reported that other
information such as birth dates, Social Security Numbers and credit card
expiration dates were not accessed. “We are contacting customers whose
information was impacted. Citi has implemented enhanced procedures to
prevent a recurrence of this type of event,” Citigroup spokesperson Sean
Kevelighan, said. “For the security of these customers, we are not disclosing
further details.” It is currently unclear who was responsible for the breach.
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Who is targeted? Utilities
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Who is targeted? High-tech firms

Hackers breached U.S. defense contractors
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Who is targeted? Law firms
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Who is targeted? On-line retail industry
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How to protect against advanced attacks?
► Traditional protection mechanisms don’t work:
► Firewalls: APT embed their attacks within generic http Web traffic
► Intrusion Prevention System (IPS): Signatures, packet inspection, DNS analysis
and heuristics will not detect anything unusual in a zero-day malware, especially
if the code is heavily disguised or delivered in stages
► Antivirus & Web malware filtering: Since the malware and the vulnerability it
exploits are unknown (zero-day), and the Website has a clean reputation,
traditional antivirus and Web filters will let it pass
► Email spam filtering: Spoofed phishing sites use dynamic domains and URLs, so
blacklisting lags behind criminal activities. It takes more than two days to shut
down the average phishing site.

► The solution: a multi-layer cyber protection program

Page 13

How to reduce exposure to cyber attacks?
► Create cyber intelligence team to deploy proactive security measures
► Implement multiple security layers
► Upstream protection by your telecom carrier (1st layer)
►

Protection at the network perimeter with advanced cyber security tools (2nd layer)

►

Advanced protection on your computer devices (3rd layer)

► Test your resilience to cyber attacks
► Test your infrastructure (e.g., penetration tests)
►

Test your processes (e.g., table-top simulation exercises)

►

Test your people (e.g., social engineering, phishing, etc.)

► Produce security metrics that make business sense
► Impact on operations
►

Impact on finances

►

Impact on reputation

►

Impact on compliance requirements

► Increase the level of awareness at all levels
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QUESTIONS

